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ABSTRACT

Many applications of watermarking schemes require to prove the
presence (or absence) of a certain watermark to a potentially un-
trusted party. For standard watermarking schemes this poses a ma-
jor security problem, since the proving party has to reveal secu-
rity critical information (watermark, watermarking key, reference
data) to the untrusted verifier, who could exploit this information
to remove the watermark.

In this paper we review zero-knowledge watermark detection
(ZKWMD) as a solution to this problem and consider its secure
integration in certain applications. Furthermore, we present the
first implementation results of a provably secure zero-knowledge
watermark detection scheme, which shows the practicability and
maturity of this technique.

1. INTRODUCTION

Digital watermarking schemes allow to embed a watermark in dig-
ital data. One may classify the watermarking schemes with re-
spect to two main flavours: robust watermarking schemes allow
to detect the watermark, even after the marked data has been (ma-
liciously) modified, whereas fragile watermarking schemes pur-
posely break when the digital data has been modified. Due to their
contrary properties, both types of watermarking schemes have fun-
damentally different applications: robust watermarks are usually
used to firmly link certain meta-information, e.g., regarding own-
ership, to digital data. The robustness property ideally guarantees
that this link cannot be broken, without rendering the data useless.
Prominent applications of robust watermarking schemes comprise,
amongst others, copyright protection systems (e.g., dispute resolv-
ing [6], proofs of authorship [3] or fingerprinting [7, 15]), or copy
protection/management systems (e.g., as proposed in the Content
Protection System Architecture (CPSA) [1]). Fragile watermark-
ing schemes are mainly used to verify integrity and authenticity of
data, e.g., to ensure authenticity of images of a surveillance cam-
era.

A common problem when applying robust' watermarking sche-
mes in corresponding applications is as follows: On the one hand

*The information in this document reflects only the author’s views, is
provided as is, and no guarantee or warranty is given or implied that the
information is fit for any particular purpose. The user thereof uses the
information at its sole risk and liability. The work described in this paper
has been supported in part by the European Commission through the IST
Programme under Contract IST-2002-507932 ECRYPT.

'Here, we focus on robust watermarking, as the value of zero-
knowledge watermark detection for fragile watermarks seems to be rather
limited. However, the techniques outlined below are valid for fragile wa-
termarking schemes as well.
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at some point in time the presence of a certain watermark has to
be verified by a not fully trustworthy party. On the other hand,
however, the verification requires the revealment of security crit-
ical information, such as watermark, detection key and reference
data, that enables an attacker to delete the watermark.

Zero-knowledge watermark detection (ZKWMD) [11, 17, 5,
2, 12] applies cryptographic protocols to prove the presence of
a certain watermark without disclosing critical information. The
information required for detection, such as watermark, reference
data and detection key, is concealed, preferably by using crypto-
graphic primitives. An (interactive) zero-knowledge proof proto-
col is applied to prove the presence of the concealed watermark
to the verifying party.” Concealing the inputs to detection and the
zero-knowledge property of the proof protocol guarantee, that no
security critical information is leaked to the verifying party.*

However, hiding detection information from the verifying party
hinders the immediate verification of certain properties, such as the
probability distribution of the watermark as desired in some appli-
cations. As a consequence, application of ZKWMD is not always
straightforward. Unfortunately, this aspect was not completely un-
derstood in the past and misled some researchers to doubt the value
of strong zero-knowledge watermark detection [12].

Outline In this paper we show that these problems, regarding the
properties of hidden watermarks, can be easily solved by means
of ZKWMD and we review several practical solutions to securely
integrate zero-knowledge watermark detection in several applica-
tions. Furthermore, we present the first performance results of
a provably secure ZKWMD protocol. We conclude that zero-
knowledge watermark detection is practicable and can replace sym-
metric watermarking schemes in several applications.

2. ZKWMD

The basic idea of ZKWMD is to conceal the input required for de-
tection and to apply zero-knowledge proof systems to prove that
the detection criterion holds on these concealed inputs without
disclosing any additional information about the security-critical
data.* ZKWMD protocols should ideally fulfil the following main
requirements:

2Under stronger assumptions (e.g., random oracle model) one can
transform these protocols to non-interactive proofs.

3 Another approach, trying to overcome this limitation are asymmetric
watermarking schemes [16]. However, so far there was only little success
in finding robust asymmetric watermarking schemes.

“Here, we only give an informal characterisation of zero-knowledge
watermark detection. See [5, 2] for a more complete and formal definition.



e Hiding secret information: The inputs required by the ZK-
WMD protocols do not reveal any information about the
watermark, the detection key and the reference data.

e Zero-knowledge: A run of the protocol does not disclose
any new information, i.e., information beyond the positive
detection result and the information already leaked by the
protocol inputs.

e Soundness: A dishonest prover should not be able to make
a verifier falsely believe that the watermark, concealed in
the input, is detectable in the given data.

This makes ZKWMD suitable for applications where some party
has to prove the presence of a watermark to an untrusted verifier,
while at the same time, the verifier does not trust the prover to tell
the truth about the presence of the watermark.

2.1. Existing ZKWMD Schemes

The quality of a ZKWMD protocol can be assessed regarding the
above security requirements. In particular the “hiding”-requirement
is important, as it determines the information a-priori leaked by
the hidden detection inputs (without even running the protocol):
The ZKWMD protocols proposed in [5] hide the watermark in
perfectly hiding commitments® (strong ZKWMD), while those by
Craver et al. [11, 12] hide the plain-text watermark only in a list
of “fake” watermarks, which is a rather weak “encryption” (weak
ZKWMD). In order to illustrate the weakness of Craver’s approach
consider the following example: even when hiding the plain-text
watermark in a list of 240 fake watermarks, this would not achieve
an adequate security level. In this case a concealed watermark,
having 1000 coefficients (each 16 bit long), would have a size of
more than 2%° - 1000 - 16 bit (=2048000 GB) and the detection
protocol would require to perform 2%° watermark detections!

Further weaknesses may lurk in the ZKWMD protocols them-
selves. As an example, consider again the protocol by Craver [11]
which hides the correct watermark in a list of fake watermarks.
This protocol is not zero-knowledge, as a cheating verifier can de-
termine the legal watermark by repeatedly removing a watermark
from the list, until the prover fails to prove legality of a watermark
in the list. In a recent paper Craver et al. [12] try to alleviate this
weakness by embedding several legal watermarks. However, the
resulting protocol suffers from several shortcomings: (i) the pro-
tocol is still rather weak and may only be useful in very special
settings, (ii) there is no security analysis given that an adversary
is not capable of generating a fake watermark which fulfils the le-
gality criteria, and (iii) crucial details regarding whitening of fake
watermarks to make them indistinguishable from legal watermarks
are left open® and it is not clear whether these issues can be fixed
at all.

3. AMBIGUITY ATTACKS

Beside ”low-level” robustness attacks which try to remove water-
marks from protected content, there are several protocol/application
level attacks against watermark-based applications. The most im-
portant class of protocol level attacks are the so called ambiguity

SCommitments are cryptographic primitives to bind a party to a value,
while at the same time concealing this value from an other party [13].

®Note, that Craver et al. discuss whitening by pseudorandomly scram-
bling watermark coefficients. However, they overlook, that this requires
the stego data to be pseudorandomly scrambled prior to detection as well.

attacks: Here, the adversary embeds additional watermarks or tries
to compute watermarks, which have never been embedded in dig-
ital data, but which can, nevertheless, be detected therein.

Ambiguity attacks exploit conceptual weaknesses of the wa-
termarking scheme, namely the computability of false positives.
Since ZKWMD protocols represent zero-knowledge proof equiv-
alents of the corresponding symmetric watermarking scheme, it is
only natural that ZKWMD faces problems similar to those of the
watermarking scheme from which it stems: this includes not only
general robustness issues of the underlying symmetric watermark-
ing scheme, but also its susceptibility to ambiguity attacks.

For standard symmetric watermarking schemes there are sev-
eral means to counter ambiguity attacks on the application (proto-
col) level. Since ZKWMD conceals the watermark from the veri-
fying party, countermeasures proposed for standard watermarking
schemes, mostly involving complementary tests on plain-text wa-
termarks, cannot be immediately applied. We stress that appro-
priate countermeasures, both for standard symmetric watermark-
ing schemes and for zero-knowledge watermark detection, depend
strongly on the respective application and its security goals. For-
tunately, we will see that ”zero-knowledge equivalents” of these
countermeasures are quite straightforward and practicable and that
ZKWMD can be securely integrated in many applications of robust
watermarking schemes.

3.1. Countermeasures for ZKWMD

Countermeasures against ambiguity attacks have been particularly
investigated in the context of dispute resolving applications. These
countermeasures are heuristic approaches which basically require
the watermark WM (or watermarking key) to be generated accord-
ing to a special rule or legality criteria, such as computing the wa-
termark signal as a one-way function of the cover-data or deriving
them from a cryptographic time-stamp (see [6] for a detailed re-
view). Performing such tests for legality of watermarks is more
involved when using ZKWMD, since meaningful ZKWMD per-
fectly conceals the watermark. There are, however, several viable
ways to overcome this hurdle:’

1. Watermark Certification: A trusted third party may certify
the legality of the concealed watermark. An example for
this can be found in [5], where a trusted registration center
is required anyway to achieve a sufficiently strong evidence
for authorship [3]. Therefore, certification of concealed
watermarks involves little additional overhead, but signifi-
cantly improves the overall efficiency: the registration cen-
ter is only involved once during registration, whereas the
actual authorship proofs do not involve the registration cen-
ter anymore (offline proofs) due to the use of zero-knowledge
watermark detection. This is a crucial improvement, due to
the application of ZKWMD and was overlooked in [12].

2. Alternative Application-Level Evidence: In some applica-
tions the legality requirement for watermarks can be ne-
glected, when adapting the application protocol accordingly.
In dispute resolving, where ambiguity attacks may lead to
authorship deadlocks, the heuristic legality requirements have
been proposed to allow a dispute resolver to distinguish the
fake original from the real original by means of watermarks.
Alternatively, one may use timestamps (e.g., on the original

"Here, we will only review some solutions. The interested reader can
find more solutions and details in [4] and in an upcoming paper.



works) for this purpose. We refer the interested reader to
[6] for a detailed discussion on dispute resolving.

3. Zero-Knowledge Equivalents of Standard Legality Criteria:
Here we will discuss two examples of “standard” legality
criteria for symmetric watermarking schemes and sketch
how to verify these criteria on committed watermarks, by
means of complementary zero-knowledge protocols.

e Dependency on cover-data W (WM = h(W)): This
criterion can be adapted to be used with committed
watermark coefficients if we choose an appropriate
hash function. Obviously, it is hard to come up with
adequate zero-knowledge proofs for heuristic hash-
functions based on chaotic mixing such as SHA-1
or RIPEMD-160. However, there exist provably se-
cure hash functions based on number theoretical as-
sumptions such as the discrete logarithm assumption.
As an example consider the hash function proposed
by Chaum et al. [9], which hashes a message m =
(m1||mz) as follows:® h(mi||me) = ¢g7** - g5**
mod p. Using zero-knowledge proofs for the expo-
nential and multiplicative relation from [8, 14], one
can prove in zero-knowledge that a commitment con-
tains the hash-value (watermark) of another commit-
ted value (cover data ).

e No correlation between watermark and cover data:
Ramkumar and Akansu [20] propose that a legal wa-
termark should not correlate with the original data
W . One can prove this criterion on committed water-
marks and committed cover data running a protocol
similar to the ZKWMD protocol of correlation based
watermarking schemes, as introduced in [5].

e Condition on statistical properties: Adelsbach, Rohe
and Sadeghi [4] recently introduced cryptographic pro-
tocols for proving in zero-knowledge that a crypto-
graphically concealed vector (e.g., a watermark) suf-
fices certain statistical properties. These protocols
can be applied in addition to zero-knowledge water-
mark detection to convince a verifying party that the
watermark, proven to be present, suffices a certain
distribution (e.g., the binary equal distribution with
coefficients -1 and 1) and, as a consequence, can be
considered a well-formed watermark.

4. Interactive Watermark Generation: Any mutually mistrust-
ing parties may use a cryptographic protocol to interac-
tively generate committed legal watermarks. Such proto-
cols, that assure both parties that the generated watermark
is drawn from a desired probability distribution, have been
recently introduced by Adelsbach, Sadeghi and Rohe [4].
This solution is viable for applications, where potential ver-
ifying parties are known a-priori and their number is small.
Possible applications are non-disclosing dispute resolving
schemes [6]: using this protocol an author and a dispute
resolver interactively construct the watermark that is to be
embedded in the work, such that the watermark provably
suffices a suitable distribution. Another application are fin-
gerprinting schemes [15], where our protocol may be run

8Here, || denotes the concatenation operation, p is a large prime number
of the form 2¢q + 1, g is a prime number and g; are random generators of
the unique subgroup G of Z;, where the order of G is q.

between merchant and buyer to guarantee correct distribu-
tion of the fingerprint signal.

4. PERFORMANCE OF ZKWMD

To demonstrate the practicability of strong ZKWMD we imple-
mented two strong zero-knowledge detection protocols along the
lines of [5] for the well-known correlation based watermarking
schemes by Piva et al. [19] (non-blind) and by Cox et al. [10] (non-
blind). For this, we had to implement several cryptographic build-
ing blocks, such as the Damgard-Fujisaki commitment scheme
[14] and zero-knowledge proofs for arithmetic relations and in-
terval proofs. All sub-proofs were performed in the random or-
acle proof mode to make the proof non-interactive and allow for
pre-computation of the proof. For our measurements, we ran the
prover process and the verifier process on two workstations (Pen-
tium 4 with 2600 MHz and 512 MB RAM) connected by 100 MBit
Ethernet. For reasonable security parameters’ our Java demonstra-
tor reached the following results:

e Piva et al. [19] propose to use watermarks with 16000 co-
efficients. Computing a committed version of such a water-
mark takes 2:51 minutes and the committed watermark has
a size of about 2 MB. After a one-time precomputation by
the prover, which takes about 5:19 minutes, the prover can
compute the actual proof (depending on the stego-data) in 6
seconds and the verifier can verify this proof in 27 seconds.
This is due to the homomorphic property of the commit-
ment scheme which allows a computation on committed
values. The proof requires the prover to send 3.2 MB of
data.

e The ZKWMD protocol for the watermarking scheme by
Cox et al. [10] was performed with 1000 watermark co-
efficients. In this case committing to the watermark and the
reference-data takes about 23 seconds. One-time precom-
putation by the prover requires 2:08 minutes, while the ac-
tual proof takes 2:14 minutes. The proof requires the prover
to send 1.2 MB of data. Although non-blind detection re-
quires more cryptographic sub-proofs, its practical perfor-
mance is still quite good, as it requires significantly less
watermark coefficients for reliable detection.

Our results show that strong ZKWMD protocols are mature
and can be deployed in practice to improve the security of several
applications, which have been based on symmetric watermarks so
far.

5. CONCLUSION AND FUTURE WORK

Conventional watermarking schemes require to disclose secret in-
formation (e.g., the cover-data, watermark or the detection key) to
convince a party of the presence of a watermark. A secure solution
to this problem is to apply zero-knowledge proofs to prove that the
detection criterion holds on concealed watermarks. The verify-
ing party learns nothing about the secret information required for
detection, whereas at the same time she is convinced that the wa-
termark is present in the underlying data. We argued that strong
zero-knowledge watermark detection (ZKWMD) is necessary, as
previous proposals bear severe security issues.

9The Damgard-Fujisaki commitment scheme was instantiated on Z,,
with 1024 bit modulus.



In this paper we showed that strong ZKWMD can replace ro-
bust symmetric watermarks in applications, such as dispute resolv-
ing, direct authorship proofs or fingerprinting. This significantly
improves the overall security in case the party verifying the pres-
ence of the watermark is not fully trustworthy. The fact, that the
watermark remains strongly concealed can be easily handled by
adapting the application accordingly.

Finally, we presented first implementation results of strong
ZKWMD protocols, which show that this technique is indeed prac-
ticable. Implementation of the advanced cryptographic building
blocks took about 1 man year, but due to their modular implemen-
tation it is quite easy to assemble these building blocks to further
zero-knowledge watermark detection protocols. Currently, we do
joint work on implementing ZKWMD protocols for new water-
marking schemes.
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