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ABSTRACT w the watermark. The information to be hidden is repre-
sented by a vectds with IV binary antipodal components,
e, b; = £1,5 = 1,---,N. Following most existing
schemes, we will consider that the-th bit is hidden in a
key-dependent set of coefficierdlg with cardinality L ;, for
all j = 1,--- ,N. The total set of coefficients devoted to
data hiding is denoted h§ 2 (JI, S;. For convenience,
w; stands for the vector comprising those samples with in-
dices belonging t&;. We will also assume that prior to de-

The binary Distortion Compensated Dither-Modulation (DC-
DM), which can be regarded to as a baseline for quantization
based data-hiding methods, is rigorously analyzed. An ac-
curate procedure for computing the exact probability of bit
error is given, as well as the optimal weights in a newly
proposed decoding structure, for significant improvements
on performance. The results are particularized for a JPEG
compression scenario which allows to show their useful- i ) : i
ness. Also a comparison between the mean square error an&odlng _t_he_ Wat_ermarked 'mage 1S sent_ through an additive
perceptual distorsion measurements is done. ExperimentaprObabIIIStIC noise channel, so that the image at its output

o can be written azg = y + n = = + w + n, wheren is
results validating the proposed theory are presented. . . ' )
g prop y P the noise vector. By virtue of the pseudorandom choice of

the indices inS we may assume that the samplegiirare
1. INTRODUCTION. also mutually independent, with zero mean and variances
g2 i eS.

. . ng’
Although quantization-based methods have been presented To measure the impact of the attack, we will follow the

since tlhe rt])egiﬂnindgs of watermz_ark(ijn?, it was not(;mrt]il VeTY' populawatermark-to-noiseatio (WNR), defined as WNR:
recently that the idea was revisited from a sound theoreti- ;). S~ ” Efu21/5 52 Since it is a MSE mea-

cal perspgctlye in the form of a_data hiding scheme k_nown sure, it does not take into account the characteristics of the
as Quantization Index Modulation (QIM) [1], which hides Human Visual System (HVS), so we will study also a per-
information by constructing a data-driven set of quantizers. ceptual distortion measurement, as that proposed in [5].
This method was later connected to an old paper by Costa The paper is organized as follows: In Sect. 2, we will
[2] to realize that by adding back a fraction of the quanti- introduce the basic concepts of DC-DM whereaé its per-
zation error, performance could be significantly improved. formance analysis and numerical computation is studied in
This scheme was thus termed Distortion Compensated QIMSect. 3. Sect. 4 is devoted to JPEG compression and Sect.

(DC-QIM). 5 to perceptual measurements. Finally, in Sect. 6 experi-

.The original proposal of DC-QIM can be adaptgd for mental results are presented and in Sect. 7 conclusions are
using many off-the-shelf vector quantizers. In particular, expounded

a considerable attention has been paid to the special case
called Dither Modulation (DM) [1] —or formally equiv-
alent schemes [3], [4]—, which has the advantage of its 2. BASIC CONCEPTS OF DC-DM.
simplicity. Here we consider a (binary) multidimensional
extension of Distortion Compensated DM (DC-DM) which Structured quantization-based methods ([3], [1]) hide infor-
can be regarded as a baseline for more sophisticated QIMMation by constructing a set of vector quantizg(-),
schemes [1]. each representing a different codewatdSo, given a host

Throughout the paper we will assume that the host im- vectorz and an information codewots the embedder con-
age coefficients are arranged in a vectoiso that the wa-  structs the watermarked vectgrby simply quantizinge
termarked image can be written gs = x + w, being  With Qp (), i.e.y = Qp(x).

- - - , Here we will analyze the simplest (and most studied)

o Glg';'gzwgg'(‘l‘gggngggﬂ'}’ L‘;”?ﬁ: gﬁ?}‘”;fo?:fﬂ;ﬁgfrr‘:f‘gfecrfce implementation of these methods, the binary Distortion Com-

TIC2001-3697-C03-01, by FIS, Spanish Ministry of Health, IM3 Project Pensated Dither Modulation (DC-DM) [1]. In the binary
and by European Network of Excellence ECRYPT. DC-DM the watermark samplesinthesgt j =1--- , N,




are given byw; = v;e;, i.e. theL-dimensional quantiza-
tion errore; = Qy, (z;) — «;, weighted by an optimizable
distortion-compensating parametg; 0 < v; < 1. Then,
we will have

y; =Qy,(x;) — (1—vj)e;, j=1,--- N )

The uniform quantizer€)_,(-) andQ_,(-) are such

thenu; must belong tdA;, A;), and! in (4) takes the ap-
propriate value so that this is accomplished. Consequently,
the pdf ofu; can be written as

{ Yoo oo fur(wi = 210;),  w; € [, A)
0,

otherwise

®)

that the corresponding centroids are the points in the latticeswhereu, £ n; — (1 — v;)e;, is a random variable with pdf

Ay =2(MZ,-- ALZ)T +d
A+1 = 2<AIZ7 e 7ALZ)T + (Ala e 7AL)T + d(2)

with d € R* a key-dependent dithering vector. Note that,
in contrast to [1], our setup allows for different quantiza-

1
(I-v5)
The folding effect in (5) can be seen as a aliasing phenomenon,

due to the periodicity of the lattices.
To follow a strategy similar to the one described in [6]

fur (W) = f, () * fe(ui/(L=v;))  (6)

tion steps to be used in each dimension to better account forg given (3) with3, = 1, we will definew as the vector
1 )

perceptual constraints.

with components); = w;/A;, i = 1,--- ,Lj, so we can

If the quantization step in each dimension is small enoughyrite the bit error probability for thg-th hidden bit as

we can consider that the quantization erepiin each di-
mension will be uniformly distributed betweénrA;, A;),
being2A; the quantization step. Thus, the embedding dis-
tortion in each dimension will befw?} = v7A?/3.

Finally, decoding is implemented as
b

arg min { (Zj -Q, (zj))t B; (Zj -Q,, (Zj)) } ;

N 3)
whereB; = diag(3;, /A%, - -- ,ﬂjL/AﬁLj) andS; = {j1,
-+ ,jr,;}- These weighting vector8; allow to improve
decoding when additional information about the noise pdfis
available, and are dealt with in Section 3. On the other hand
the normalization by\; in thei-th dimension is reasonable
if one thinks that noise variance will be roughly proportional
to A? to reduce the perceptual impact of the attack. For
simplicity, in the next section we will analyze the case in
which no weights other than the normalization Ay are
used, that is3, = 1. The analysis given here can be readily
extended for an arbitrary weights vector.

j=1,--

3. PERFORMANCE ANALYSIS AND NUMERICAL
COMPUTATION.

To analyze the performance of this scheme in terms of the

bit error probability {.), we will define

up £z — Qv (2)
Qv (z:) — (L —vj)e; +nj — Qp, (2:)

QZAl — (1 — I/j)ei “+ n;

4

for all i € S and some integel. Sinceu; is a quantiza-
tion error generated by a uniform quantizer of step 8ixe,

Pe(j) P{|[vj|* > [lvj — (1,--- . )T|*}

P{Zv;>Lj/2},

i€S;
wherev’ is an auxiliary random vector with independent
components such that £ |v| with pdf

{ A’i [ful (U;AL) + f’ui(_véAi)L

07
If we definer; Zies,- v}, then the computation df.(5)
is equivalent to integrating the tail of the pdf of from
L;/2, but since thev, are independent random variables,
the pdf ofr; is just the convolution of the marginal pdf's of
v, 1 € §;. An efficient way to compute it is with the DFT

method proposed in [7].

()

if0<ovl <1
otherwise

fv’» (U:) £

i

®)

A

% Zkesj Br — Zkesj ﬁkE{%}
V Shes, Fvar(vi}

If the cardinality L; of each subse$; is large enough
and under some additional conditions discussed in [6], it is
possible to resort to the Central Limit Theorem (CLT), to
write that
Pe(j) = Q ( ) )
whereQ(z) = \/% [ e T dr. | |
In [7] the optimal values for the decoding weights
were also introduced

Var{v}}

(10)

whereK is an irrelevant positive real constant, sirf#ecan
be scaled without any impact on performance. Also, it is



very interesting to note that some of thiemay be negative. * 20709100,

This will happen when the random variahlgis such that sof— PN
E{v}} > 1/2, which may occur for large distortions.
Finally, as it can be inferred from (10), in order to com-
pute the optimal decoding weights, knowledge ¢t8 and 40
Var{v}} is required. Note that due to the aliasing and trun-
cation effects that show up in the constructionwdf this
information is not directly derivable from the first and sec- | |
ond order moments of the noise random variable. 251 1

45

35

20+ q

4. JPEG COMPRESSION.

15 q

In the previous development we have assumed that the noise ,,
n is independent of. This is clearly not the case if the
attack is a coarse quantization, like the popular JPEG com- % =& % « = o =z + & 8 10

pression, which is supposed to be one of the most likely WNR (dB)
unintentional attacks. In this section we develop a method
for estimatingP. for a given quality factor. Fig. 1. Watson's perceptual distortioX,.) and PSN R, . ver-

Assuming the bits to transmit are equiprobable, and duesSus WNR for DC-DM(L = 10 andv = 0.5) with uniform noise.
to the symmetry of the JPEG compression, we will concen-
trate in the case whelh = —1, without loss of generality.
G_iven a_JPEG quan_tization stépcorresponding to theth ... mated using the maximum likelihood criterion.
e e e b0 Nolce hatr, plas he same ke s, 1. Onee
. . ' . we know the probability of a representative set of JPEG
ity will depend not only on the pdf of the host image (here centroids, it is necessary to “fold” them onto the interval
assumed to be Laplacian with parameXtgbut also on that

. [—A;,A;) as in (5), and then follow a similar strategy to
of the watermark. To that end, we have to determine the : . . )
limits of each quantization bin; the DC-DM centroid asso- that developed in the previous section to compg;) by

ciated to the k-th JPEG bin with ”m"@i iy £ 612 convolving the pdf's of the JPEG centroids in each dimen-

- . S sion. In our practical implementation we have used the DFT
((jtihrse?qz?oer:)oiglower limit, depending of the sign, in thth method introduced in [7].

The parametek; for the Laplacian distribution can be esti-

5. PERCEPTUAL MEASUREMENTS.

+ ai —di
Q_l(aik) =d; + 2A; - round oA (11)

Although measurements based on square error are widely
so the offset between the JPEG centroid and the DC-DM used, there is also a large number of authors who have crit-

centroid ise, (ai’) £ ai: — Q_1(af). This offset corre- icized it and have claimed the use of a perceptually-based

sponds to the watermarked image and it can be shown tomeasurement (see e.g. [8], [9] or [10]).

map back into the host image as In this section we provide a comparison between the
. + AL A1 WNR, the Peak Signal to Noise RatiB.§ NV i) and the per-

%(ai) _ min{maxley (a;, ), —(1 — ;) Ad, (1 —vj)Ai} ceptual measurement defined by Watson in [5], which is re-

(I —vj) " lated to Ahumada’s ideas in [11]. With this objective, we
have watermarkebenawith size256 x 256 and compared

the WNR with D,, and PSNR,., i.e. Watson’s distor-
tion measure betweegp and z and the PSNR, respectively.
Since the embedding method is always the same, we are
interested in comparing the distortion that the attacker is in-
troducing, by using different measurements. In this case we

foralli € S;,j =1,---,N. Therefore, if we definefﬁ =
Q(ai )—l—ew(ai), we can see that it corresponds to the upper
(lower) limit of the JPEG quantization bin for ttheth JIPEG
centroid in thei-th dimension of the host image. Now we

can compute the probability of occurrence for this centroid

as have varied the WNR from-10dB to +10dB, with L = 10,
P, = P(x; < ;rk) — P(z; < %fk) (12) v = 0.5 and uniform noise proportional in each coefficient
i to the corresponding JPEG quantization step for a Quality
wi

Factor of80. Applying Parseval's Theorem to the bidimen-
T if <0 sional DCT, it can be shown that the power of the attack in
_ %e‘“, if >0 (13) the DCT domain, where the WNR is measured, is is iden-



tical to that in the spatial domain, wheRSN R, is com-
puted, so it follows that the relationship between the WNR
and thePSN R, is linear. Nevertheless the relation be-
tween the WNR and),,. is quite involved. First of all, let
us define:

dijk = €iji/Mijk (14)
wheree; j, is the difference betweapandz in theij-th fre-
quency for thek-th block andmn;;, is the masked threshold
for that coefficient. lfe; ;1 is a random variable whose vari-
ance is proportional td, = Zkesf’%k! sincem,;;, does
not depend orD.., we can define certairy;;, invariant with
D, in such a way that

dijt =/ Decrij

so, following Watson the spatial error pooling will be com-
puted as,

(15)

B 1/8s B 1/Bs
pij = <Z dijk|ﬁs> = <Z |mrijk|ﬁs> (16)
k=1 k=1
being B the number o x 8 blocks? Therefore,
1 1 &
logygpij = 510g10(Dc) + 3. logy (kzl |rijkﬁs> (7)

For the parameters proposed in [B],, = max;; p;;, SO
20- log;(D,.) will be proportional to WNR, as can be seen
in Fig. 1. Also from (17) we can see that this curve will be

shifted depending on the p.d.f. of the noise and the rela-
tive variances among its coefficients. Thus, we can think of
computing the largest modification of the host signal that is

constrained to yield a given perceptual distortion. Applying
Lagrange’s multipliers we can write:

B B 4
Cijk
pijleijn) = > el — A lz - K] (18)
k=1 k=1 ijk

where the rightmost sum represents the perceptual distor?

tion for theij-frequency. So (18) yields?,,” = K;;mi,.,

with K; a proper constant. A similar development could

be done for the distortion due to the embedding process.

So this formula will be useful also for computing the wa-

termark with the largest variance constrained to produce a

given perceptual distortion.

6. EXPERIMENTAL RESULTS.

- Upper bound in [6]
— Theoretical uniform
¢ Empirical uniform
-~ Theoretical uniform 3*
o Empirical uniform 8
Theoretical Gaussian
* Empirical Gaussian

L L
-4 -3 -2

WNR (dB)

Fig. 2. BER versus WNR for DC-DML = 10 andv = 0.5)
with additive noise proportional to JPEG with QF = 85.

256 in the DCT domain taking into account the perceptual
thresholds described in [11] and we have represented the
BER vs. WNR curves for different noise distributions and
decoders. First of all (Fig. 2), we have studied additive noise
attacks, with both uniform and Gaussian distributions, and
with variances which depend for each DCT coefficient on
the corresponding squared quantization step used in JPEG
compression with a quality factor (QF) of 85. The resulting
noise is scaled in order to work with different WNR oper-
ating points. The theoretical curves for the uniform case
correspond to using (9), while for Gaussian noise the DFT
technique explained in Sect. 3 was employed. Fig. 2 also
plots the upper bound previously published in [6]. For the
uniform case, Fig. 2 clearly shows the improvement on per-
formance that results when the optimal decoding weights in
(10) are used. The slight difference between empirical and
theoretical results is due to the non-uniformity of the image
within the quantization step. This also explains why that
difference is larger when the WNR increases.

In Fig. 3 we depict the BER vs. WNR when the same
image is compressed with QF's ranging from 60 to 90, com-
aring the empirical results with the analytical ones obtained
by following the procedure described in 4. The results ob-
tained show that binary DC-DM performance are very ac-
curately predicted by our theory.

7. CONCLUSIONS

In this paper we have presented a theoretical analysis for the
binary DC-DM data hiding method, which can be consid-
ered as areference for other more sophisticated quantization-

In order to validate the analytical results presented hereto-based schemes. An accurate ana]ysis was |acking inthe data

fore, we have watermarked the imadgenawith size256 x

1For a full comprehension of these expressions, the reader is refered to

Watson and Ahumada’s papers ([5]-[11]).

hiding literature and only rough upper bounds were avail-
able.
The procedure here given not only allows to assess be-
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Fig. 3. BER versus WNR for DC-DML = 10 andv = 0.5)
with JPEG compression with QF between 60 and 90.
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forehand the bit error rate performance of the DC-DM method,

but to improve the detector by exploiting any available knowl-

edge about the noise joint pdf. JPEG case has been treated

here in some detail.

Finally, we have claimed the use of perceptual distortion
measures replacing typical squared error measures which do

not take into account the HVS’ characteristics.
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